
EMS

AZURE

OFFICE 365

ENTERPRISE MOBILITY SUITE

OPERATIONS MANAGEMENT SUITE

AZURE STACK

HYPER-V

WINDOWS

@pvanderwoude

Conditional Access and Mobile 

Application Management explained

Peter van der Woude



EMS

@pvanderwoude

Peter van der Woude

Consultant inovativ

Enterprise Mobility MVP

petervanderwoude.nl

@pvanderwoude



EMS

@pvanderwoude

Agenda

ÅQuick introduction to EMS

ÅConditionalAccess

ÅSharePoint Online

ÅExchange Online

ÅMobile Application Management

ÅRetire Mobile Device

ÅQuestions



EMS

@pvanderwoude

Enhancingmobile productivity
Å Managing Office mobile apps without MDM:Microsoft Intune 

Mobile Application Management (MAM) without requiring the 
device to be enrolled for management. 

Å Managing additional Microsoft apps:Intune MAM support for 
additional Microsoft apps, including Power BIand Remote Desktop 
client, will be available in the next few weeks.Support for Skype for 
Business and Dynamics CRM apps is coming soon.

Å Managing 3rd party apps:Major companies like Boxand Adobe
have announcediOS and Android apps with native support for
Intune mobile applicationmanagement (MAM). CustomSAPFiori
mobile apps customizedand built by SAPõscustomersusingSAP 
Fiorimobile service will alsosupport these management and data 
protection capabilitiesdeliveredby Microsoft Intune. Additionally, 
Acronis, Foxit, and Citrixhave integratedsupport for Intune MAM 
into their mobile apps.

http://blogs.msdn.com/b/powerbi/archive/2015/11/17/enterprise-ready-power-bi-mobile-now-has-intune-support.aspx
http://blogs.msdn.com/b/rds/archive/2015/11/16/intune-mobile-application-management-for-remote-desktop.aspx
https://www.box.com/blog/Box-EMM-with-Microsoft-Intune
http://adobe.ly/1Pn4mwO
https://scn.sap.com/community/mobile/blog/2015/11/17/sap-and-microsoft-partner-by-integrating-sap-fiori-mobile-service-and-microsoft-enterprise-mobility-suite
http://www.acronis.com/en-us/pr/2015/11/16-16-27.html
https://www.foxitsoftware.com/products/pdf-reader/mobile/intune
https://community.sharefilesupport.com/citrixsharefile/topics/a-great-partnership-gets-better-citrix-sharefile-now-supports-microsoft-intune
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Active Directory Premium Rights Management

Unify identity Manage apps & devices Protect data

Username

ÅÅÅÅÅÅÅÅÅÅÅÅÅ

Easy, secure access to all 

O365 productivity apps
Apply security policies to the 

O365 apps on user devices

Secure and protect data and 

documents in O365 apps

EMSwith Office 365
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What is Conditional Access

Conditional access provides access to a 

service if a device meets specific criteria
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Demo

ConditionalAccess on 

Exchange Online and

SharepointOnline
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Protecting Resources
Å Microsoft Exchange On-Premises
Å Connector required

Å Microsoft Exchange Online
Å Connector optional

Å Exchange Online Dedicated
Å Legacy: Connector required

Å New: Connector optional

Å Microsoft SharePoint Online
Å Connector optional
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Policy Types

ÅCompliance policies
ÅOptional policies

ÅDeploy to user collections in 
ConfigMgr or to user groups in 
Microsoft Intune

ÅConditional access policies
ÅRequired policies

ÅTarget or exempt Azure Active 
Directory security user groups
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Platform and App Applicability

Å Built-in email client on 

Android 4.0 and later, 

Samsung Knox Standard 4.0 

and later

Å Built-in email client on iOS 

7.1 and later

Å Built-in email client on 

Windows Phone 8.1 and later

Å Mail application on Windows 

8.1 and later

Å Microsoft Office Mobile for 

Android

Å Microsoft OneDrive for 

Android and iOS

Å Microsoft Word for iOS

Å Microsoft Excel for iOS

Å Microsoft PowerPoint for iOS

Å Microsoft OneNote for iOS

Å Office desktop 2013 and 

later with modern

authentication enabled

Å Windows 8.1 and later (when

Microsoft Intune enrolled) 

Windows 7.0 and later (when 

domain joined)
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Mail app and Conditional Access
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Outlook app and Conditional Access
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Word app and Conditional Access
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Demo

ConfiguringConditional

Access on Exchange Online 

and SharepointOnline
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Compliance Policies by Platform

Minimum | Maximum operating system required
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Policy check-in frequency

iOS Every 6 hours

Every 8 hours

Windows 

Phone 

Every 8 hours

Windows PCs 

enrolled as 

devices

Every 24 hours

iOS Every 15 minutes for 6 hours and then 

every 6 hours

Every 3 minutes for 15 minutes then 

every 15 minutes for 2 hours, and then 

every 8 hours

Windows 

Phone 

Every 5 minutes for 15 minutes then 

every 15 minutes for 2 hours, and then 

every 8 hours

Windows PCs 

enrolled as 

devices

Every 3 minutes for 30 minutes, and then 

every 24 hours
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Mobile Application 

Management
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What is Mobile Application Management

Mobile app management policies 

modifies the functionality of apps that 

are deployed to help bring them into line 

with the company compliance and 

security policies
Example: Itõs possible to restrict cut, copy and 
paste operations within a managed app, or to 
configure a managed app to open all web links 
inside the managed browser.
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Mobile application management

Personal apps


